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propagate incorrect routing information, prevent services from working properly or shut down 

them completely. External attacks can typically be prevented by using standard security 

mechanisms such as firewalls and encryption techniques
(2)

. 

 

2. WIRELESS NETWORKING 
           The wide wireless networking is the various types of 2.4 GHz WiFi devices, is used to 

meet many needs. Perhaps the most common use is to connect laptop users who travel from 

location to location. Another common use is for mobile networks that connect via satellite. A 

wireless transmission method is a logical choice to network a LAN segment that must frequently 

change locations 
(3)

.  

          There are two ways to verify wireless networking through IP address (Internet Protocol) or 

MAC address.  

 

3. MAC ADDRESS 
            The MAC address is a unique value associated with a network adapter. MAC addresses 

are also known as hardware addresses or physical addresses. They uniquely identify an adapter 

on a LAN.  

           MAC addresses are 12-digit hexadecimal numbers (48 bits in length). By convention, 

MAC addresses are usually written in one of the following formats 
(4,5)

. 

MM:MM:MM:SS:SS:SS 

MMMM-MMSS-SSSS 

          The first half (24 BITS) of a MAC address contains the ID number of the adapter 

manufacturer. These IDs are regulated by an Internet standards body (see sidebar). The second 

half (24 MORE BITS) of a MAC address represents the serial number assigned to the adapter by 

the manufacturer.  

         Recall that TCP/IP (Transmission Control Protocol/Internet Protocol) and other mainstream 

networking architectures generally adopt the OSI model (Open Systems Interconnection). In this 

model, network functionality is subdivided into layers. MAC addresses function at the data link 

layer (layer 2 in the OSI model). They allow computers to uniquely identify themselves on a 

network at this relatively low level as shown in   Fig. (1). 
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Fig. (1): First Three OSI Layers 

44..  WWIIRREELLEESSSS  SSEECCUURRIITTYY  

There are many ways to protect the user or computers from hackers, like user name, 

password … etc, in this work are taken some options can hackers or hacker’s program that enter 

to the network, this option is MAC address. 

           The operation of connection between the server like “Mikrotik server” (that’s wide used 

in our country) and user by IP address as shown in figure (2), this connection happen when the 

user send message to access point and through access point to the server, server are register the 

new user by (user name and password), after this operation the connection are continue, and 

many packets of data are translated between server and user, one of properties of Mikrotik 

server, is the server deals with MAC address of user not with IP address after connection because 

the MAC address are represent the physical address, when the user are stooped or separate from 

the server in few minutes, the hacker is connect with the server by taken the user’s MAC address 

(through some of program). 
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Fig. (2): Basic network topologies 

 

 

5. PROPOSED SYSTEM 

5.1. STEPS OF PROPOSAL SYSTEM 
The steps of proposal system for wireless networking by the RSA public-key   

 cryptosystem are:- 

1- Register user’s MAC address in Mikrotik server. 

2- Encryptions MAC address. 

3- Send crypto MAC address through access point. 

4- Receive Crypto Mac address from server. 

5- Decryption MAC address in user’s computer. 

6- Encryptions MAC address. 

7- Send crypto MAC address through access point. 

8- Receive Crypto Mac address from user. 

9- Decryption MAC address in Mikrotik server. 
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Figure (3) shows the flowchart of the steps of proposal system. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. (3): Flowchart of proposal system 

  

5.2. STEPS OF RSA PUBLIC KEY CRYPTOSYSTEM 
         The steps of RSA public key cryptosystem are 

(7,8)
. 

1- Generate two keys (public key (e, n) and secret key (d, n)). 

a- each reserve generate three numbers: 

p , q (large primary numbers) and lets 3, 17 respectively 

and e (large number), lets 5.  
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b- Then calculate public key (e, n): 

n = p *q = 51, the public key (5, 51) 

c- Then calculate secret key (d, n): 

d = e
-1

 mod Ф (n) 

Where Ф (n) = (p -1)(q -1), Ф (n) =32 

 
    

e

nnGCD
d

1
 ,      where GCD (2, 16) = 2 

    (Greatest Common Divisor) 

d = 13,     the secret key (13, 51). 

 

2- Encryption MAC address, the proposal MAC address are : 

11-22-33-AA-BB-FF 

In this work are the numbers from (0 to 9) and the characters (A to F) are (10 to 15), each 

of MAC address are encryption as (m1, m2, …, m12) to (c1, c2, …, c12) by: 

 nMC d mod11   ,  51mod113

1 C  = 01. 

 51mod2& 13

43 CC  = 32. 

 51mod313

65 CC  = 12. 

 51mod10& 13

87 CC  = 28. 

 51mod11& 13

109 CC  = 41. 

 51mod15& 13

1211 CC  = 36. 

Now have encryption MAC address is represented by: 

0101-3232-1212-2828-4141-3636 

 

3- Decryption MAC address, after encryption MAC address the user are received it and 

decrypt MAC address by using: 

 nCM e mod11   ,  51mod15

1 M  = 01. 

 51mod32& 5

43 CC  = 02. 

 51mod125

65 CC  = 03. 

 51mod28& 5

87 CC  = 10. 
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 51mod41& 5

109 CC  = 11. 

 51mod36& 5

1211 CC  = 15. 

  

           Now get original MAC address (11-22-33-AA-BB-FF), figure (4) illustrated Steps of 

RSA public key cryptosystem. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

     Fig (4): Steps of RSA public key cryptosystem. 

 

6. CONCLUSIONS 
             From the dealing with wireless technology, and knowing how hackers are attempt to  

access to this connection (server) especially what was presented by this proposal system, it can 

be concluded that: 

1- The proposal system is providing one of complex way that prevents the hackers to attach 

wireless connection. 

2- Proposal system is used RSA public key cryptosystem that very difficult when use large 

primary numbers to make it very complex to solve from hackers. 

3- Proposal system give to server more reliability and capability to the users, for using 

wireless service without any disconnection from the hackers. 

4- Many researches development wireless networks in different ways and different methods. 
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اللاسمكي لأمنيةنظام مقترح   

 حسين فالح مهدي سعد قاسم فميح عمي نصر حميد

 مدرس مساعد مدرس مساعد  مدرس مساعد

 جامعة ديالى–كمية الهندسة 

 

 الخلاصة

تكون متوفرة في الفضاء وتكون سهمة لمهجوم من التنصت السمبي  الإشاراتالشبكات اللاسمكية مهم جدا لان  أمنية           

تعاني الكثير من المشاكل, احد هذه المشاكل هي الاعتداء او الهجوم من المستخدمين او  التدخل النشط. حاليا هذه الشبكاتو 

 وطورت البحوث عممت وأكثرالشبكات اللاسمكية  مهمة جدا لحل او تقميل هذا الاعتداء,  أمنية)القراصنة(. لذلك فأن  الأعداء

 وطرق مختمفة. هذا المجال باتجاهات

جهاز الخادم, وذلك عن طريق تشفير  إلىمن الوصول او الدخول   الأعداءهذا البحث يمثل كيف يمكن ان نمنع         

من خلال النهايتين ) طرف الخادم وطرف المستخدم او المخدوم( باستخدام طريقة نظام الشفير المفتاح العام   MACعنوان 

RAS .  
 

 

 

 

 

 

 

 

 

 


